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MAJORITY OF IT SERVICE PROVIDERS AGREE: RANSOM-
WARE IS HERE TO STAY

P With which of the following statements, do you most agree?
i say ransomware is
:::‘Dming r:::a 95 % b = fr t
and more frequent ecoming more rrequent.

> Will the # of ransomware attacks continue to increase over the next 2 years?

Yes, significantly Yes, slightly No

k AL
97% predict these incidents will continue to increase.

Datto Partner Survey 2016



THE SIGNIFICANT DISCONNECT BETWEEN THE IT SERVICE
PROVIDER AND THE CLIENT ON RANSOMWARE

» How concerned are you about the threat of ransomware? How concerned are your small business
customers?

Who is “highly concerned” about the threat?

Datto Partner Survey 2016
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CRYPTOLOCKER IS KING

P Have any of your customers fallen victim to one or more of the following strains of ransomware? (Check all

that apply)
..~ =

Locky 38%
TeslaCrypt 1 9 %
CBTLocker 16%
CryptoWall 11%
CryptXXXx 10%
TorrentLocker 7 %
CoinVault 5%
g 4% 95% report CryptoLocker
e || 2% attacks against theirsmall

business customers.

KeRanger 1 %

Datto Partner e %
. Survey 2016



SQL
plication
and
atabase
ncryption

Cerber Ransomware switches to a Random Extension and Ends
Database Processes

By Lawrence Abrams October 4, 2016 06:20 PM ]

Late last week, a new version of Cerber Ransomware was released that included some new features. The
most notable change is the switch from the static .Cerberg extension for encrypted files to a random 4
character extension, the use of a HTA file as the ransom note. and the termination of various database
processes before encryption.

With this version, when a victim's files ere encrypted, not only will the filename be scrambled, but the
extension will be replaced as well. This means that a file that was previously encrypted
as 5NgPiSr5zo.cerbers, would now be encrypted to a name like 1xQHJgozZM.b71c.

This version also includes a new ransom note called README.hta. When launched, the ransom note will
appear in an application Window and display the normal ransom note. An example of the README.hta
file can be found below.
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Security

Breaches

A New Headline
Every Day

U.S. to establish new cybersecurity
agency

BY WARREN STROBEL

Anthem Hacking Points to Security
Vulnerability of Health Care Industry

By REED ABELSON and MATTHEW G{)

CEO heads may roll for security
breaches in wake of Sony boss' exit,

experts say

Brokerage Firms Worry About Breaches by Hackers, Not

Terrorists
By MATTHEW GOLDSTEIN FEBRUARY 3 2015 11:54 AN ® 4 Comments

Sony PlayStation and Microsoft Xbox Live Networks
Attacked by Hackers

By NICOLE PERLROTH and BRIAN X. CHEN DECEMBER 26, 2014 4:11 PV ® 31 Commans

F.B.I. Says Little Doubt North Korea Hit Sony

By MICHAEL 5. SCHMIDT, NICOLE PERLROTH and MATTHEW GOLDSTEIN JAN. 72015



But Ransomware has taken over as the new real threat

THE NEWS 7 A—

FEATURES.  REVIEWS. PRODUCTS . SHOWS . ®ViDEo™" e us FORUMS .
B Senons G Scence [ Gt R Web A Seck . meare W Aok —
oo

PR Newswire
Report |dentifies Big-Name Sites Hit By Rash Of Malicious Ads
Ransomware Biggest Spreading Crypto Ransomware

Cost to Be Business
Downtime

New malvertising campaign may have exposed tens
of thousands in the past 24 hours.

Forbes {% ReuTERS

Ransomware: Internet of A Top Cybersecurity Ransomware Is
Coming to a Things Makes Firm Says Targeting US
Business Ransomware Ransomware Attacks Companies Of
Near You Big Business for Are Getting Worse All Sizes

Cyber Criminals
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B T W00 MEwe SORTE MUEK AATS I00ALT MORSw | WETGH
CBCNEWS |Technology & Science

- | o

Ransomware: What you need tg "=~ P Brestw com @

University of Calgary pays
$20,000 to restore email after

‘ransomware’ attack

Tis

[ =]
Dog charity's website held hostage by untraceable
ransomware

b Ty

Ransomware
Security
Breaches

wows [EUEY sPoRTs EWTRTMAMENT UFF  TECH  MONTY TRAVEL GRWION  PWOTES I

OFTANLS BEGION OMIARD CARADA WOHID WENID ASIHNLS

_N_EWS OTTAWA & REGION
Ottawa Hospital hit with Ransomware, information on
four computers locked doves

Beware unsolicited emails —  Sections

: . Business

Ransomware: hack trend taking
computer data hostage

Hospitals are a target for ransomware, the latest trend in malicious software.

?' |
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Ransomware workflow

Y B F<)

User Clicks an Initial Exploit
Email Link or Typically Using
Malvertising Angler EK

Malicious
Infrastructure

ko
L

Ransomware
Payload




> TACTIC

Emails are still popular and are getting better

FedEx Service <details@feedeex.coms August 13, 2012 §:54 AM Trick SMB into
Tor - : L Details ) .
FedEx delivery problem # Error D490 opening link or

attachment

£32

M THE BUSINESS OF YOLUR SUCCESS®

Feder:

Unfortunately we ADP Prompt Information

package you have

time because the Bepom I A5304
ETTOneouS.
October, 22 1013
valugd A0k Clignt Thu 26/03,2015 10:49 AM
= ) Santiago <Santiago e COM>
wrlete P Trar : 3 : dnladgO <> c )
collect the packay ;:;:;::r:.l with 10 43962 Complete Payroll Transfer from your AIR account recently. | 8 d( =i g L

Santiago Henson - My resume

m fgaedn Acikvity Beporl To [lig -

Flzase overaew the following notes: Message (B santiaga Henson - My resume.zip (4 KE)
* Plesse noke that your bank sccount will b2 charged within one bankeg dey for the sum sho

o Please Mot try to reply o this message, avtomative nobilication systo Hi, my name is Santiago Henson

Please Contact your ADP Benefits Authorily. | am herewith submitting my Resume under attachment for your perusal.
Thitil Agte wral EESF 1o farrenl e 4 poud imdem hat ofor i A N frord Thaﬂk ycu,
Santiago
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How emall is used in Ransomware

Link to Dropper as Ransomware
Exploit Kit Drive ~ Attachment Binary as
by Download site attachment



Malvertisin

Overtakes Porn
for Web Infections




“We found that at least 27
percent of the Alexa 1000
websites were delivering

malware via malicious
advertisements.”

Endpoint Exploitation Trends 2015 H2




Malvertising on the Rise
How does malvertising work?

1. Set up a website with
exploit kit

2. Run an ad on Yahoo, AOL
or other ad network, with
legitimate company
creative

3. Ad server runs remote
Flash exploits or redirects
users to exploit kit site

4. User gets infected

19

Attn: NYTimes.com readers:
Do not click pop-up box
warning about a virus - it's
an unauthorized ad we are
working to eliminate.

Top websites deliver
CryptoWall ransomware
via malvertising...



Malvertising Using Hijacked Images to Target SMBs

5

THE .&88.AGE e g
REAL FOOTY One subscription A! for both of you

MNews  Ladder Firtures Clubs  Experts  Grand Final  Brownlow Medal  Supplements Saga VL Uimate F~ "

ASADA issues 12,000 pages of evidence against
34 Essendon players

program

The Australian Sports Anti-Dogeng Authonty on Friday reveal

47T trade and free -
club ... ~™14: a club-by- -

A issues fresh s

anned drug

Image: http://news.softpedia.com/news/CryptoWall-2-0-Delivered-Through-Malvertising-On-Yahoo-and-Other-Large-Sites-462970.shtml#sgal _O
20



Recent examples of malvertisers hijaking legitimate ads

Prosper Loans malvertising;:
CBS TV websites in
St. Louis, MO and Charlotte, NC

NEED A SMALL
BUSINESS LOAN?

LET YOUR PEERS INVEST IN YOUR BUSINESS
THROUGH PROSPER TODAY

RATES AS LOW AS:

6.73% PROSPERP

https://blog.malwarebytes.org/?p=12525

g

Hugo Boss malvertising:

Roadkill T-shirts malvertising:
Huffington Post

Rotten Tomatoes, Autoblog
Jerusalem Post and more

—‘\

r'_

Start your FREE
14 day trial today

Sign up now

HTMLS provides rich media support with masimum compatibility
on PC, Mac. mobile and tablet browsers with no plug-in required

Publish and share your interactive image online with big audience!

livedrive

https://blog.malwarebytes.org/?p=9389
v




What's an exploit kit?




Explosion in SaaS/Caa$S Plug-and-Play Marketplace
Kits cost as little as $200

NUCLEAR GONGDA
ANGLER ﬁ CHHO
DOTKACHEF # ASTRUM RlG
SWEETORANGE
CRIMEPACK

BLEEDING LIFE

ARCHIE NITERIS
FLASHPACK

23



Exploit Kits Are Getting Better

O Blackhole® STATISTICS THREADS SECURITY PREFERENCES Logout ~[]

Adv: Crvpk.im - cryvpt of iframefjavascript code,

Start date: = End date: [ Autoupdate interval: 10 sec. m
STATISTIC EXPLOITS LOADS 9% t
W JavaRhing > 18146 52.56 (I
TOTAL INFO 1 7 1 6()/
. 0 W POF LIBTIFF 3298 15.00 @
216725 HITED 126661 HosTs 217281080 @ LOADS
W POFALL > 358 1.77 @
i WE FLASH > 71 0,32 @
HCP » 29 013 @
TODAY INFO 1 4. 31 % @
10780 Hiten 9530 HosTs 1363 Loaps @@ LOADS W MDAC - 26 01z @
WE Java OBE > 2z 0 @
HITS HOSTS LOADS %
0s HITS HOSTS LOADS 1 O BROWEERS |
) v Chrome > 76 38 2 5.26
€) Windows 7 127535 75991 11474 15.10 @ @ a
Firefox =
£ Windows 5P e S s 1969 @ & 75592 47407 9803 20,26 @
M Windnwe Wicka AdEAN PAETE Af1a 10 one E—’ MalE: 138692 TI5EY 12056 15,15 6

http://krebsonsecurity.com/2010/10/java-a-gift-to-exploit-pack-makers/
24



14 ‘Blackhole’ Exploit Kit Author Gets 7 Years

A Moscow court this week convicted and sentenced seven hackers for breaking into
Yot e s including “Paunch,” the nickname used by the author of
“ According to Russian rfit. Once an extremely popular crimeware-as-a-service

. . years responsible for a large percentage of malware
SeCUﬂty firm GI’OUp IB’ tials, and likely contributed to tens of millions of dollars
Paunch had more than

aSSes over several years.
1,000 customers and

was earning $50,000 news
per month from his oV e
. c . rs in a
illegal activity. 513, the
then 27-year-old was arrested
along with an ent m of other
cybercriminals who worsi sell, develop

and profit from Blackhole.

According to Russian security firm Group-
o5  IB, Paunch had more than 1,000 customers

and wacg parnine €20 nnn ner mnnth fram




Cisco Umbrella DNS

Diverse Set of Data &
Global Internet Visibility

30B

Requests
Per Day

65M

Daily Active
Users

160+

Countries

10K

Enterprise
Customers




Angler Exploit Kit has taken over — especially for ransomware

EXPLOIT
SERVER

MASTER STATUS
SERVER SERVER

27



Angler has truly exploded in volume

targeted victims per day observed served exploits
in a single day

of users being served of Angler infections
exploits were delivered Ransomware
compromised

28



“The
- in that day we found ~9,000 unique IP
addresses with around 3600 compromised
users. The average amount per user that

pays the ransom is $300, leading to an

activity associated with the adversaries.”

Cisco Talos and OpenDNS labs
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We See Where Attacks Are Staged

using modern data analysis to surface threat activity in unigue ways




Intermediate step:

Dropper Malware




> TACTIC

Increasingly Common Step: Dropper

Increasingly Common Option for Ransomware Malware that

installs other
malware

) 1 ) 2 ) 3 )

Bad actor gets a Malware sits Bad actor sells or If contract
piece of malware quietly and just rents ability to ends or more
on computer phones home; not infect computer capacity,
the flashy/noisy Malware phones install more
malware home malware
Installs main
payload:
Ransomware,

Keylogger, Spambot

33



BotID
9d93cc2243542e6afb53bced4ae029240
15248c10b89287040481c999129M51d
cBe908eT632d1821c3460590766/7475
e1efd7fd054cdfd32cc05d937b6cb53c
24b2c8e794a28e01e7b6c614dd764288
f4c53baeebd0dcd16e4774e952963949
71d3402db1db2cebe33bbedcadici5e2
e040e9218e9b19179881308ea5462dce
cOf565b6be5fe40fa24689ab9018403F
f3a0b22343e060b771c8027baTi51c25
9fi4d1086e009ad4a%60edb2f8d933d4
68633b16c634e5679a3e3a0d746dace
694dald216M0a1d817ecab566054e19
aofof175500781d47321d0914e9df641
933e59e68340469a62704c1681646636
2edb6f1763afd2e605ae532f01397 11ec
23d2427831edd700f956d9cddb31d4c3
1407 afde98c0c1a404e5771a1ab9add
Bb34c4 1255771301968 1074722700 0!

9ed05e0b0c1e8b3dacd20bab8261c1d2

o7 4 HO~OANERET 4R dfa10 =

Bot name
380DDB1701933E80
51EO0VOCKAZINGC1
CQEDH9893KFO31K
EX0LSC26LRWOB2U
X2NQAVBZKTI0AXW
VKIP16A6MSBEPOG
9ARE(OT1EDQFGUC
SMJ9QSEFELCNSNK
728FOWO3KVWWEX
2JZ100PSWTIBTZC
ZACZCDFGITLEWDE
D1ESHESRBL51X01
AEBST3IPCYZP4RTW
PRXCOLYMXONREBNT
Z7DQ195L 5HMVT3J
YRWLINUIS8QZ2U2
20QI95AHMKRHZHW
HSHBELQVKZKYRFR
IGDBIBPJLURXNDS

8DHPUISJXIZXOCO

IP address

G

(NAT)

AT)
NAT)
(NAT)
NAT)

9

6 (NAT)

5

O Logc

Show filter options

0s Serial key
Windows 7 Ultimate (x64)
Windows 8 (x64)
Windows 7 (x32)
Windows XP (x32)
Windows 7 (x32)
Windows XP (x32)
Vindows Srv 2008 (x64)
Windows 8 (x64)
Windows 7 (x64)
Windows 7 (x32)
Windows Srv 2008 (x64)
Windows Srv 2008 (x54)

Windows XP (x64)

Windows 7 (x64)

Windows 8 (x64)
Windows 7 (x32)
Windows Srv 2008 (x64)
Windows 7 (x32)
Windows Srv 2008 (x64)
Windows XP (x64)

Lilim ooy £

Antivirus

Version
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24

24

Quality

T NI

Status
onling

" orline

online
orline
online
orline
online
oriline
online
orline.
orline.
arliee
oriline

online

online

online

online
orling
orilire

arline

Action
ecx
ecx
cx
ecx
ex
cx
ecx
ecx
ecx
ex
ecx
cx
ex
ecx
cx
ex
ecx
ecx
ecx
cx

1]
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Greetings to all!

Due to overstock I am selling unneeded installs,
Price: $60 WMZ for 1k

Fayment ance, with no escrow.

Geography: A mix of countries, with virtually no Asia.

: In ac
Loads: Only my grabber and your spam bot is being loaded (nothing but spam bots allowed

Delivery: You pay and I start running your exe in 10 minutes.
uality: As stated above, nothing else is loaded besides my grabber and your spambot, loads do

not die, and [ do not overutilize resources, or load 2 exe per bot. Inquire with others who have alread

Quality: As stated above, nothing else is loaded besides my grabber and your spambot, loads do
not die, and [ do not overutilize resources, or load 2 exe per bot. Inquire with others who have already p

Source: krebsonsecurity.com
35



Price Per Infection/Infection as a service

Region 2015 Average Price per 2015 Average Price per install
1,000 Infections

uS $70 $0.07
Europe $105 $0.11
Asia $140 $0.14
Australia $140 $0.14

Data from Trend Micro Report: “Russian Underground 2.0”
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Typical Ransomware Infection
At a high level

* O

Infection C2 Comms & Encryption Request
Vector Asymmetric Key of Files of Ransom
Exchange

38



Encryption C&C

NAME DNS IP NO C&C TOR PAYMENT

Locky i~

> DNS (TOR)

TeslaCrypt N

CryptoWall e

TorrentLocker e

PadCrypt DNS (TOR)

CTB-Locker e

FAKBEN DNS (TOR)

PayCrypt e

KeyRanger S




Your files are
encrypted!

And you are asked
for a ransom to get
them back




Now available as a reseller model!
Non techie cybercriminals can partner and keep 80% of revenue

Cryptaackes Servica x 4

s @ & = - n.- o] =

— FAKRFMN Team

& 1t hooks fike you haven't started Tor Browser ina whils, Do you want to clean i up for ¢ Fresh, like-new experience? And by the way, welcoms back! Rset Tor Browser... | »

41



ae

ha
=)

e

’ |
y ; i
% 3 ".l-_"l - )

T i
’ Al j T

- i

B 1 S
A-"-I"T"‘ﬁ

P el o
- P 5 _‘_' d
g . LR
- '
e B, T
3 4 B I AR A

s ]
B - L]
k- :

Why isn’t my AV catching

this?




“Signature-based tools (antivirus,
firewalls, and intrusion
prevention) are only effective
against 30-50% of current

security threats.”

November 2011




Getting Around Signatures: Crypters

Bypass 35 AV's in Under 3 Minutes

44



Getting Around Signatures: Crypters

Protect your files and remove false detections!

We provide encryption software to protect files against
Invaders and remove false positive detections. We are leading
the market with multiple FUD Crypters and cryptography

solutions.
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Getting Around Signatures

46

e
FilePath | | "
StubPath | | =

IconPath |

-

EnKey ‘@
o -

[ Add 1co

— Result

—Feature (recommendation)

["]Anti-virtual Machine(WM | VPC | VBOX)
["] Anti-5andBox(Sandboxie | More)

[ Bypass uAaC(win7/s 32bit)

[ I Disable Firewall

["1Hide Directory

[]Hide File S
["] Add startup

[T inject Default browser

|| Enable EOF (Bots)
C
[+l Add Junk Code (Encryption)

|+| Resource Data (Encryption)
|| EOF Data (Encryption)

e

http://buy.aegiscrypter.com/




Test Against Signature Based Tools

File name: 34.exe (150 KE) Started at: 15-04-15 DB:12:17 UTC
Result: 2739 Duration: § seconds

shaw by files

A Ac-Amare Pro

M Amiae v3 reses Secursy

B Accale Avsvina 2014

W s e Securny

= T FE

W A A Sute

& Bacetence Antera Pus 2018
M CamAmvina

M coMoos Arevea

W Orwen Arsvna

W Ermact Aes My

M ESET MODIT Armvea

F FeROT A o Widows
M F-Secus raeenet Securty 214
A fosCientLse

¥ 0D Amvina ML Trown
e L]

W dwrgmn Avmvra 2011

M o uneeetiecursy

W ranpersay Ace o 7018

W Mamesye A Baewy

A woAs Vraics Ererpos
W Wesoact Securey Essernan
P raro Armvra

A norman Securry Sute

A Parcs Gotw Prosscton 2014
 Qux teat irsemt Secuty

W Sopton Aemiea

H Symame: Eropors Possczen

New Malware executable is
tested against AV and UTMs.
o If detected, crypter runs again
to create zero-day FUD
(Fully UnDetectable)

pREjRRRRRRERRRROOEGLY

HE

A Trens bicro Tawsum 5

A Trustion Antivina

[ Twister Ansrus

A vBAIZ Anuvius

¥ VPRE ntemat Secuty 2015
2wyl imemet Security

e keeeennnn

http://www.aegiscrypter.com/
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Why is CypherX The Best Crypter to Buy?

U McAfee @ ArcaVir Pre% Pregentar

adaware reve SR AVG .é.

Microsolt*
PANDA 9 Security  Z zoweAuanm
viere  Essentials

[NORMAN JIECLNTSEN |

AVIRA

# Emsisoft MF'" [Quick Heal S VYY)

0 . UnThreat
- | O

gwine | 2

secure’S COMODO  hacnder

L
TI'US!:EQ!I G
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Public version

$ 0 imonn

Free forever

Good

Aegis Crypter Purchase plan

Anti-Virtual Machine
Anti-SandBox

Add Startup

Inject browser
Bypass UAC

e R W N %

Purchase

Private version

$ 30 /montn

Need payment

Better

Aegis Crypter Main Feature.

Stub Update
UPX Compression
Spoof Extensions

Files Binder

NN

More......

Unique stub

$ 100 7 unigue stuo

Need payment

Best
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Public version

$ 0 /month

Free forever

Good

No guarantee
Anti-virus detection [FUD)]

Technical Support

handsel

Private version

$ 30 /month

Better

Keep > 90%
Anti-virus detection [FUD)]

Technical Support

FUD Java drive by
handsel payment-$100

Unique stub

$ 100 7 unique stub

Best

Must - 100%
Anti-virus detection [FUD)

v
Technical Support

FUD Java drive by
handsel



Won't the government
protect me?




Government Guidance: Put better locks on your door

I*l Sf':;”["";_':ff"' B ich Canadaca | Services | Departments | Francais

Public Safety Canada Canada

National Security « | Border Strategies + | Countering Crime «

Home = National Security = Cyber Security = Canadian Cyber Incident Response Centre [CCIRC)

Counter-Terrorism Canadian Cyber Incident Response Centre
————— (CCIRC)

Sirategy CCIRC is Canada's national coardination centre responsible for reducing the Report A Cyher

ber risks faced by Canada's key systems and servi These systems,
Countering Violent ch as banks ar phene service providers, are known as critica
Extramism infrastrusture.

Countering-terrorism

Incident



“The ransomware is that
good... To be honest, we
often advise people just to

pay the ransom.”

Special Agent, FBI Cyber Intelligence




“Paying the ransom does
not guarantee the release
of files.”

CCIRC AL16-005




“...results in unauthorized
disclosure of personal
information...statutory

breach reporting
obligation...”

March 2016 - Alberta Personal Information Protection Act




“Breach reporting
obligations...added to
CFPIPEDA, but those

provisions are not yet In
force.”




Reducing risk’ of

Ransomware
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Malware

Protect users across the full infection chain
NOT JUST AN EXECUTABLE OR SIGNATURE

Block sites with exploit kits at the network layer
Whether it’'s a whole site or an embedded ad

Protect users from phishing attacks
To prevent breaches

Block malicious links in emails and applications
Because the browser is not the only path of infection



Webroot

Lanetco

PREVENT: "'I :
Malware il

Roaming User

Cisco Umbrella (Roaming Client) .

Webroot Client Office

HitmanPro (Scan Daily 3:00pm)

HitmanPro.Alert F-—
e——

T,

PC
Cisco Umbrella (Roaming Client)
Webroot
HitmanPro (Scan Daily 3:00pm)
HitmanPro.Alert

DMS Server
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the new prevention

Prevent “Phoning home”

Block “droppers” from getting malware
Whether it's ransomware, keyloggers, spam senders or DDoS bots

Stop Spyware/Keyloggers from uploading data
Prevent Ransomware from getting an Encryption Key

Alert - and have team respond to alert

59



Contain: the new prevention

CryptoGuard

60



educate

What we’re doing today is important
Help employees understand the threat — and the need to be vigilant
Explain the cybercrime business — you aren’t too small to be targeted
If you see something strange, raise your hand!

Tell others!

61
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educate

Employee security training. Provides online, engaging, security
awareness training and testing, confirming that your staff have
completed the curriculum.

Enhanced breach prevention. Testing by sending simulated phishing
scams and ransomware to your employees. Weekly micro-training
videos. Monthly security letters to employees. Written and easy to
understand employee policies and procedures.
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the final layer

Backup of data
Multiple backup copy retention
Offsite copies

End user mobile File Sync and Share
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the final layer

Lanetco uses Backup and Disaster Recovery devices.
Image based backup

Local and offsite copy

12 month retention (5 daily, 4 weekly, 12 monthly)

Built in Ransomware detection
Not an anti-virus or anti-malware tool
If files did exist and now drop to O (deletion)

Evaluate entropy of randomly selected files (if you had 1000 files with extension
.PDF and now have 0)

Evaluate modification time vs create time on MBR

End user File Sync and Share



Security & risk mitigation: a layered approach

65

/

NORMAL
GLASS

=z

BULLET
PROOF
GLASS

consisting of
normal glass (blue)
and polycarbonate
(red) layers




Security is about managing risk through layers

Email security

Endpoint antivirus

Patch Management

Firewall

Managed DNS network layer security service

Training, policy and response plan

Backup and Disaster Recovery \

o U Wy



General Best-Practices

= Solid patch management

Users run as non-privileged users (no admin)
Disable RDP

Firewall enabled on endpoints

Segmented and secured backups (tested)

67
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For your home use:
= Install Windows, Java, Flash and Adobe Updates FREE!

= |nstall an anti-malware tool such as Malwarebytes.com (freemium) FREE!

= |nstall a DNS management tool such as OpenDNS.com (freemium) FREE!

= Sign up for, install and save your documents to a File Sync and Share
(OneDrive, GoogleDrive, Syncplycity, DattoDrive, etc.) FREE!

= Use PassKey to store and create your passwords (different password per
website) FREE!

= Upgrade the version of your anti-virus, and use a PAID FOR A/V

= Update your anti-virus daily
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