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SQL
Application

and
Database
Encryption
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Security
Breaches

A New Headline
Every Day
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Report Identifies
Ransomware Biggest
Cost to Be Business
Downtime

Big-Name Sites Hit By Rash Of Malicious Ads
Spreading Crypto Ransomware

New malvertising campaign may have exposed tens
of thousands in the past 24 hours.

Ransomware:
Coming to a
Business
Near You

Internet of
Things Makes
Ransomware
Big Business for
Cyber Criminals

Ransomware Is
Targeting US
Companies Of
All Sizes

SECURITY

A Top Cybersecurity
Firm Says
Ransomware Attacks
Are Getting Worse

It’s mainstream news now.. For companies of all sizes

But Ransomware has taken over as the new real threat
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Ransomware
Security

Breaches
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Ransomware
Under the hood
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Initial Exploit
Typically Using

Angler EK

Ransomware
Payload

User Clicks an
Email Link or
Malvertising

Malicious
Infrastructure

Ransomware workflow
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Emails are still popular and are getting better
TACTIC

Trick SMB into
opening link or
attachment

http://thetechguyblog.com/wp-
content/uploads/2012/08/Screen-Shot-2012-08-13-at-
7.37.58-AM.png
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Link to
Exploit Kit Drive
by Download site

Dropper as
Attachment

Ransomware
Binary as

attachment

How email is used in Ransomware
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Malvertising
Overtakes Porn
for Web Infections
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“We found that at least 27
percent of the Alexa 1000
websites were delivering
malware via malicious
advertisements.”
Bromium Labs
Endpoint Exploitation Trends 2015 H2
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Malvertising on the Rise

1. Set up a website with
exploit kit

2. Run an ad on Yahoo, AOL
or other ad network, with
legitimate company
creative

3. Ad server runs remote
Flash exploits or redirects
users to exploit kit site

4. User gets infected

How does malvertising work? Attn: NYTimes.com readers:
Do not click pop-up box
warning about a virus -- it’s
an unauthorized ad we are
working to eliminate.

The New York Times

Top websites deliver
CryptoWall ransomware
via malvertising…

Adam Greenberg
SC Times
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Malvertising Using Hijacked Images to Target SMBs

Image: http://news.softpedia.com/news/CryptoWall-2-0-Delivered-Through-Malvertising-On-Yahoo-and-Other-Large-Sites-462970.shtml#sgal_0
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Hugo Boss malvertising:
Huffington Post

https://blog.malwarebytes.org/?p=7547

Roadkill T-shirts malvertising:
Rotten Tomatoes, Autoblog
Jerusalem Post and more

http:// blog.malwarebytes.org/?p=10983

Prosper Loans malvertising:
CBS TV websites in

St. Louis, MO and Charlotte, NC

https://blog.malwarebytes.org/?p=12525

LiveDrive (backup) fake ad: NY Daily Post

https://blog.malwarebytes.org/?p=7368

Image Creator malvertising: Match.com

https://blog.malwarebytes.org/?p=9389

Recent examples of malvertisers hijaking legitimate ads
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What’s an exploit kit?
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Explosion in SaaS/CaaS Plug-and-Play Marketplace
Kits cost as little as $200

ANGLER
RIGASTRUM

BLEEDING LIFE

BLACKHOLE

CRIMEPACK

DOTKACHEF

FLASHPACK

GONGDA

NITERIS

LIGHTSOUT

NUCLEAR

ARCHIE

SWEETORANGE
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Exploit Kits Are Getting Better

http://krebsonsecurity.com/2010/10/java-a-gift-to-exploit-pack-makers/
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“According to Russian
security firm Group-IB,
Paunch had more than
1,000 customers and
was earning $50,000
per month from his
illegal activity.”
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Requests
Per Day

80B
Countries
160+

Daily Active
Users

65M
Enterprise
Customers

10K

Cisco Umbrella DNS
Diverse Set of Data &
Global Internet Visibility
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Angler Exploit Kit has taken over — especially for ransomware
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Angler has truly exploded in volume
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“The average life of an Angler server is one
day - in that day we found ~9,000 unique IP
addresses with around 3600 compromised
users. The average amount per user that
pays the ransom is $300, leading to an
annual revenue of more than $34 Million
activity associated with the adversaries.”

Angler Exposed
Cisco Talos and OpenDNS labs
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Cisco Umbrella DNS’s  global view of the Angler Exploit Kit



We See Where Attacks Are Staged
using modern data analysis to surface threat activity in unique ways



Intermediate step:
Dropper Malware
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Increasingly Common Step: Dropper
Increasingly Common Option for Ransomware

Bad actor gets a
piece of malware
on computer

1
Malware sits
quietly and just
phones home; not
the flashy/noisy
malware

2
Bad actor sells or
rents ability to
infect computer
 Malware phones

home
 Installs main

payload:
Ransomware,
Keylogger, Spambot

3
If contract
ends or more
capacity,
install more
malware

4

TACTIC
Malware that
installs other
malware



34http://malware.dontneedcoffee.com/2014/06/neutrino-bot-aka-kasidet.html
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Source: krebsonsecurity.com
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Price Per Infection/Infection as a service

Region 2015 Average Price per
1,000 Infections

2015 Average Price per install

US $70 $0.07

Europe $105 $0.11

Asia $140 $0.14

Australia $140 $0.14

Data from Trend Micro Report: “Russian Underground 2.0”
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Ransomware
payload



38

Request
of Ransom

Encryption
of Files

C2 Comms &
Asymmetric Key

Exchange

Typical Ransomware Infection
At a high level

Infection
Vector



NAME DNS IP NO C&C TOR PAYMENT

Locky DNS

SamSam DNS (TOR)

TeslaCrypt DNS

CryptoWall DNS

TorrentLocker DNS

PadCrypt DNS (TOR)

CTB-Locker DNS

FAKBEN DNS (TOR)

PayCrypt DNS

KeyRanger DNS

Encryption C&C Payment MSG



Your files are
encrypted!

And you are asked
for a ransom to get
them back
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Now available as a reseller model!
Non techie cybercriminals can partner and keep 80% of revenue
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Why isn’t my AV catching
this?
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“Signature-based tools (antivirus,
firewalls, and intrusion
prevention) are only effective
against 30–50% of current
security threats.”

IDC
November 2011
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Getting Around Signatures: Crypters
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Getting Around Signatures: Crypters
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Getting Around Signatures

http://buy.aegiscrypter.com/
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Test Against Signature Based Tools

http://www.aegiscrypter.com/

New Malware executable is
tested against AV and UTMs.

If detected, crypter runs again
to create zero-day FUD
(Fully UnDetectable)
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Won’t the government
protect me?



Government Guidance: Put better locks on your door
Leadership and IT Professionals
• Implement Defence-in-Depth: layered defence strategy includes technical, organizational, and operational controls.
• Establish clear policies and procedures for employee use of your organization’s information technologies.
• Implement Technical Defences: firewalls, intrusion detection systems, and internet content filtering.
• Update your anti-virus software daily.
• Regularly download and install vendor security “patches” for all of your software.
• Change the manufacturer’s default passwords on all your software.
• Monitor, log, analyze, and report successful and attempted intrusions to your systems and networks.
If you have not paid ransom, call the Canadian Anti-Fraud Centre 1-888-495-8501
If you have paid ransom, you can report to your local police force
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“The ransomware is that
good… To be honest, we
often advise people just to
pay the ransom.”
Joseph Bonavolonta
Special Agent, FBI Cyber Intelligence
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“Paying the ransom does
not guarantee the release
of files.”

CCIRC
CCIRC AL16-005
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“...results in unauthorized
disclosure of personal
information…statutory
breach reporting
obligation...”
Alberta Privacy Commission
March 2016 – Alberta Personal Information Protection Act
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“Breach reporting
obligations…added to
CFPIPEDA, but those
provisions are not yet in
force.”
Borden Ladner Gervais
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Reducing risk of
Ransomware
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PREVENT: Malware
 Protect users across the full infection chain

‒ NOT JUST AN EXECUTABLE OR SIGNATURE

 Block sites with exploit kits at the network layer
‒ Whether it’s a whole site or an embedded ad

 Protect users from phishing attacks
‒ To prevent breaches

 Block malicious links in emails and applications
‒ Because the browser is not the only path of infection
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PREVENT:
Malware
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CONTAIN: the new prevention
Prevent “Phoning home”

 Block “droppers” from getting malware
‒ Whether it’s ransomware, keyloggers, spam senders or DDoS bots

 Stop Spyware/Keyloggers from uploading data

 Prevent Ransomware from getting an Encryption Key

 Alert – and have team respond to alert
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Contain: the new prevention
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TRAINING: educate
What we’re doing today is important

 Help employees understand the threat — and the need to be vigilant

 Explain the cybercrime business — you aren’t too small to be targeted

 If you see something strange, raise your hand!

 Tell others!
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TRAINING: educate

 Employee security training. Provides online, engaging, security
awareness training and testing, confirming that your staff have
completed the curriculum.

 Enhanced breach prevention. Testing by sending simulated phishing
scams and ransomware to your employees. Weekly micro-training
videos. Monthly security letters to employees. Written and easy to
understand employee policies and procedures.
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Backup: the final layer
 Backup of data

 Multiple backup copy retention

 Offsite copies

 End user mobile File Sync and Share
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Backup: the final layer
 Lanetco uses Backup and Disaster Recovery devices.

 Image based backup

 Local and offsite copy

 12 month retention (5 daily, 4 weekly, 12 monthly)

 Built in Ransomware detection
‒ Not an anti-virus or anti-malware tool
‒ If files did exist and now drop to 0 (deletion)
‒ Evaluate entropy of randomly selected files (if you had 1000 files with extension

.PDF and now have 0)
‒ Evaluate modification time vs create time on MBR

 End user File Sync and Share
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Security & risk mitigation: a layered approach
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Off-network/RoamingOn-network

Security is about managing risk through layers

Email security

Endpoint antivirus

Managed DNS network layer security service

Firewall

Training, policy and response plan

Patch Management

Backup and Disaster Recovery
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General Best-Practices
 Solid patch management

 Users run as non-privileged users (no admin)

 Disable RDP

 Firewall enabled on endpoints

 Segmented and secured backups (tested)

67CISSOL-1109
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For your home use:
 Install Windows, Java, Flash and Adobe Updates FREE!

 Install an anti-malware tool such as Malwarebytes.com (freemium) FREE!

 Install a DNS management tool such as OpenDNS.com (freemium) FREE!

 Sign up for, install and save your documents to a File Sync and Share
(OneDrive, GoogleDrive, Syncplycity, DattoDrive, etc.) FREE!

 Use PassKey to store and create your passwords (different password per
website) FREE!

 Upgrade the version of your anti-virus, and use a PAID FOR A/V

 Update your anti-virus daily

68CISSOL-1109
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Thank You!
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Questions?


